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O co tu chodzi?

Active-Passive

Active-Active

Kombinacja Active-Passive oraz Active-Active
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Schemat sieci

L L

Dostawca ustug ISP-1 przydziela
adresacje za pomocg DHCP z puli

adresowe] 100.64.29.0/29

ISP-2

PPPoE Dostawca ustug ISP-2 ma uruchomiony
PPPoE koncentrator i przydziela adres
po stronie klienta 172.31.255.2

ISP-1
DHCP

Siec lokalna po stronie routera Main ma
adresacje 192.168.255.0/24

Main Router

<« >
A

LAN
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Zadania do wykonania

Dodanie DHCP klienta od strony ISP-1
Dodanie PPPoE klienta od strony ISP-2

Dodanie odpowiednich regut w tablice Firewall/NAT
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check-gateway

Mechanizm pozwala sprawdzenie dostepnosci
bramy za pomocg protokotu ICMP lub ARR

Przy ustawieniu check-gateway=ping router
wysyta zapytania Echo request co 10 sekund |
przy nie dostarczeniu dwoch odpowiedzi Echo
Reply brama zostanie uznana za nieaktywna.

Wazne: w ROS 6, w przypadku uznania bramy za
nieaktywng, wszystkie wpisy, ktore wskazujg na
ten sam adres bramy, tez bedg nieaktywne.

W ROS7 - nie.
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Route <0.0.0.0/0->58.9.9.9>

General | Status  MPLS

Dst, Address:

Gatevway !

Immediate Gateway:

Local Address:

Check Gateway:

Distance:
Scope:

Target Scope:

VRF Interface:
Routing Table:

Pref, Source:

enabled active

0.0.0.0/0

9.9.9.9

100.64.29.1%etherl

ping

Suppress Hw Offload
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Blackhole
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Recursive routing

Rekursywny routing jest mechanizmem, ktory pozwala dostac sie do bramy, ktora nie jest
bezposrednio podtgczona do hosta.
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Comment
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Route <9.9.9.9/32->100.64.29,1>

General | Status  MPLS
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Gateway !

Immediate Gateway

Local Address:

Check Gateway:

Distance:
SCope:

Target Scope.

VRF Interface:
Routing Table:

Pref, Source:

enabled active

9.9,9,9/32

100.64.29.1

100.64.29.1%etherl

ping
Suppress Hw Offload
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Recursive routing

IP adresy ktory uzywamy dla rekursywnego routingu najlepiej
wybierac ze swoich VPS lub serwerow, ale tez mozna spotkac
uzycie adres publicznych DNS serwerow, takich jak:

(Google DNS)
(Oracle DNS)
(Cloudflare DNS)
(Level3 DNS)
(Level3 DNS)
(Level3 DNS)
(Level3 DNS)

ARDPMDR OO
NNNN R O ®
NN M DNMNDN R O O
PWNR R O ®
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DHCP client

DHCP Client <ether 1> [m]
DHCF | Advanced  Status oK
Interface: |etherl * Cancel
< toroa o “ || Dodajemy DHCE klient bez dodawania wpis
R | trasy domysinej!!!
Dizable
Add Default Route: |no ¥ -omment Wpis trasy domysinej powstanie z wyniku
i dziatania skryptu, ktdry jest podany w zaktadce
Remove Advanced
Felegze
Renew Przy wykonaniu skryptu bedg utworzone wpisy w

firewall/nat oraz tablice routingu.

enabled Status: bound
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DHCP client script

:if ($bound=1) do={

/ip route remove [ find gateway="9.9.9.9" ]; /ip route remove \
[ find where dst-address ~"9.9.9.9" ]

/ip route add check-gateway=ping comment="Recursive route via ISP-1" distance=1 \
dst-address=9.9.9.9/32 gateway=%$"gateway-address" scope=10

/ip route add check-gateway=ping comment="Route via ISP-1" distance=1 \
gateway=9.9.9.9 target-scope=11

:if [:tobool ([/ip firewall/nat/ find comment="src-nat via ISP-1"])] do={

/ip firewall nat set [find comment="src-nat via ISP-1"] action=src-nat chain=srcnat \
ipsec-policy=out,none out-interface=%$"interface" to-addresses=%$"lease-address”

} else={ /ip firewall nat add action=src-nat chain=srcnat ipsec-policy=out,none \
out-interface=$"interface" to-addresses=%$"lease-address" comment="src-nat via ISP-1" }
} else={

/ip route remove [ find gateway="9.9.9.9" ]; /ip route remove [ find where \
dst-address ~"9.9.9.9" ]

/ip firewall nat remove [find comment="src-nat via ISP-1"]

/routing/rule/remove [find comment="From ISP-1 IP to Inet"]
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W PPPoE kliencie odznaczamy checkbox “Add
Default Route”

Wopis trasy domysinej powstanie z wyniku
dziatania skryptu, ktory jest podany w profilu

pod nazwg “pppoe-client”

Przy wykonaniu skryptu bedg utworzone wpisy w
firewall/nat oraz tablice routingu.

MBUM #8 Warszawa

12

PPPoE client

Interface <pppoe-isp-2=

General Dial Out | Status  Traffic

Service! |

A Mame:

Host Unig:

Llser:
Passwiord:
Profile:

Keepalive Timeout:

A |l

disabled

PPP

* ok

pppoe-client

10

Dial On Demand
LIse Peer DMNS
Add Default Route

2

v mschap2 v mschapl

v chap v pap

+|

CIk,

Cancel

Apply

Enable

Comment

Copy

Eemove

Torch

Feset Traffic Counters

FPPFoOE Scan

Status: terminati...
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PPP profile
On up

/1p route remove [find gateway="4.2.2.2"];
/ip route remove [find where dst-address ~"4.2.2.2"]

/ip route add check-gateway=ping comment="Recursive route via ISP-2" distance=1 \
dst-address=4.2.2.2/32 gateway=%$"remote-address" scope=10
/ip route add check-gateway=ping comment="Route via ISP-2" distance=3 \
gateway=4.2.2.2 target-scope=11

:if [:tobool ([/ip firewall/nat/ find comment="src-nat via ISP-2"])] do={

/ip firewall nat set [find comment="src-nat via ISP-2"] action=src-nat chain=srcnat \
ipsec-policy=out,none out-interface=%$interface to-addresses=%$"local-address";

} else={/ip firewall nat add action=src-nat chain=srcnat ipsec-policy=out,none \

out-interface=$interface to-addresses=$"local-address" comment="src-nat via ISP-2" ; }

On down

/ip route remove [find gateway="4.2.2.2"]
/ip route remove [find where dst-address ~74.2.2.2"]
/ip firewall nat remove [find comment="src-nat via ISP-2"]
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Wynik dziatania

Foute List
| — =] |V Find all +
Dzt Address £ | Gateway ‘Distaru:e Routing Table ‘F‘ref. Source Contribution v
-1 Route via ISP-1
gﬁ%'?"-"?"E.iiiﬁé!:'.?'i'gfﬁgﬂm ___________________________________ 98989 Lmain actve Tablica routingu oraz Firewall/NAT
s P 0.0.0.0/0 4,2,2.2 2 main best candidate 1 -
—__roooam wypetniona za pomocy skryptow, z
A5 P 4.2.2.2/32 172,31.235.1 1 main active 1 1
T u zastosowaniem rekursywnego routingu
A5 P 9,9,9,9,/32 100.64.29.1 1 main active 1 ~ 1
DAC P 100.64.20.0/29 etherl 0 main active oraz SpraWdzanla dOStQphOSCl bramY’
DAC p 172.31.255.1/32 pppoe-isp-2 0 main active
DAC P 102.168.255.0/24  ether3 0 main active
7 items out of 21
Firewall E
Filter Rules  MaT l Mangle Raw Service Ports Connections  Address Lists  Layer? Protocols
|| = |« || 53] | = ? ‘o Reset Counters || 1@ Reset All Counters Find all +
# Action  |Chain Src. Address |Dst, Address |Src, Ad.. Dst Ad.. ProtocolSrc, Port  Dst Port  |In, Inte... |Out, Int... In, Inte... Ot Int., Bytes Packets v
11 src-nat wia IsP-1
0 b T src-... srcnat etherl 10.6 KiB 184
ysrc-nat via [sP-2
1 b ¥ arc-.., sronat pppoe-i... 2632 B 47
2 items
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Zadania

Oznakowanie wchodzgcego ruchu od kazdego z operatorow
Oznakowanie ruchu wychodzgcego z routera
Oznakowanie routingu

Dodanie zapasowych tras, w przypadku awaril jednego z operatorow
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Dodanie list interfejsow

Dodajemy listy interfejsow oraz dodajemy interfejsy do odpowiednich list

/interface list add name=WAN
/interface list add name=LAN

/interface/list/member/add list=WAN interface=etherl
/interface/list/member/add list=WAN interface=pppoe-1isp-2
/interface/list/member/add list=LAN interface=ether3

17
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Dodanie tablic routingu

Routing Table <isp-1-rt=> I:' Routing Table <isp-2-rt=> E|
Mame: |isp-1-rt Ik, Mame: |isp-2-rt Ik,
v FIRB Cancel v FIB Cancel
'''''''''''''''''''''''''''''''' pely _teely
Disable Disable
Cormment Cormiment
Copy Copy
Femove Femove
enabled enabled

/routing table add disabled=no fib name=isp-1-rt
/routing table add disabled=no fib name=isp-2-rt

W ROS7 mechanizm route-mark dziata w taki sposob jak i w systemie
operacyjnym linux iproute2, czyli jest koniecznos¢ dodania najpierw tablic
routingu a potem wykorzystanie ich w odpowiednich regutach Firewall/Mangle

18
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Oznakowanie potgczen od ISP

/ip firewall mangle add action=mark-connection chain=prerouting \
comment="Mark connections from ISP1" connection-mark=no-mark \
in-interface=etherl new-connection-mark=1isp-1-conn passthrough=no

/ip firewall mangle add action=mark-connection chain=prerouting \
comment="Mark connections from ISP2" connection-mark=no-mark \
in-interface=pppoe-1isp-2 new-connection-mark=1isp-2-conn passthrough=no

Za pomocg danych regut markujemy wszystkie potgczenia przychodzgce od operatorow.
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Oznakowanie ruchu na forward

/ip firewall mangle add action=mark-routing chain=prerouting \
comment="Mark route on forward via ISP1" connection-mark=isp-1-conn \
dst-address-type=!local in-interface-1list=!WAN \
hew-routing-mark=1isp-1-rt passthrough=no

/ip firewall mangle add action=mark-routing chain=prerouting \
comment="Mark route on forward via ISP2" connection-mark=isp-2-conn \
dst-address-type=!local in-interface-1list=!WAN \
hew-routing-mark=1isp-2-rt passthrough=no

W tym miejscu oznakujemy ruch dotyczgcy tancucha forward, oraz ktory nie dotyczy
lokalnego ruchu i nie przychodzi z zewnatrz.

20
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Oznakowanie ruchu na output

/ip firewall mangle add action=mark-routing chain=output \
comment="Mark route on local via ISP1" connection-mark=1isp-1-conn \
dst-address-type=!local new-routing-mark=isp-1-rt passthrough=no

/ip firewall mangle add action=mark-routing chain=output \

comment="Mark route on local via ISP2" connection-mark=1isp-2-conn \
dst-address-type=!local new-routing-mark=isp-2-rt passthrough=no

Oznakowanie ruchu wychodzgcego z routera na tancuchu output, ktory powinien
wychodzi¢ poprzez wtasciwego operatora
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Wszystkie wpisy z Firewall/Mangle

Firewwall

Filter Rules MAT Mangle  Raw Service Ports Connections  Address Lists  Layer? Protocols
gb <[5z =] | | | 16 Reset C r= || G Reset all Counters Nt all ¥

# Action Chain Src. Address |Dst. Address  |Src. Ad... |Dst Ad... Protocol Src. Port (Dst. Port (In. Inte... Out Int.. In. Inte... |Cut, Int.. Byies Packets b

113 Mark connections from ISP1

0 A&7 mark connection  prerouting etherl 1291.3 KiB 20 075
111 Mark connections from ISPZ2

1 A&7 mark connection  prerouting pppoe-i.., 289.2 KiB o 288
i1 Mark route on forward via ISP1

2 A mark routing prerouting WALAN 100.6 KiB 1163
144 Mark route on forward via ISP2

3 A7 mark routing prerouting WALAN 420 B 2
113 Mark route on local via ISP1

4 A mark routing output 0.2 KiB 50

G items

Minimalny zestaw regut z tablicy firewall/mangle, ktory moze byc¢ dopetniony
dodatkowymi regutami
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enabled active

Dst, Address:

Gateway .

Immediate Gateway:

General | Status  MPLS

0.0.0.0/0

100.64.29.1

100.64.29.1%ether1

Local Address:

Check Gateway:

Distance:
SCope:

Target Scope:

VYRF Interface:
Routing Table:

Pref, Source:

Suppress Hw Offload

30

10

isp-1-rt

Blackhole

static

poprzez poprawnego operatora.

b

P44

Ik

Cancel

Apply

Disable

Camment

Copry

Femove

Route <0.0.0.0/0-=172.31.255. 1>

General | Status  MPLS

Dst, Address: |0.0.0.0,0

Gateway .

Immediate Gateway:

Local Address:

Check Gateway:

Distance:
Scope:

Target Scope:

YRF Interface:
Routing Table:

Pref, Source:

enabled active

172.31.255.1

172.31.255. 1 %pppoe-isp-2

Suppress Hw Offload

30

10

isp-2-rt

Blackhole

static

b

P 4

Dodanie wpisow w tablicach routingu

Dodanie domysinych tras w odpowiednich tablicach routingu, co pozwoli wysytanie ruchu

84

Cancel

Apply

Disahle

Coamment

Copry

Femaoye

/ip/route/add gateway=100.64.29.1 routing-table=1isp-1-rt
/ip/route/add gateway=172.31.255.1 routing-table=isp-2-rt
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“Awaryjna” trasa

/interface bridge add name=lo-em comment="Emergency loopback”
/ip route add distance=254 gateway=lo-em comment="Emergency route”

ROUTING

Dany wpis pozwala przejs¢ do decyzji Route
o o ’ . « o DECRYPTION
decision od lokalnych procesow niezaleznie

od stanu potaczenia z dowolnym z ISP.

Szczegot wychodzgcego lokalnego ruchu
polega na tym, ze pakiet, dla opuszczenia
routera powinien przejsc Route Decision, a
bez aktywnej domysinej trasy on zostanie
odrzucony.
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Potgczenie dwoch metod

Foute List
|l=| |||z =T Fin all ¥
Dst, Address ‘Gateway ‘Distar'u:e ‘Rnuting Table |Pref. Source ‘Cnnh'ibutiun |"l"
1 Foute via IsP-1
A5 poooopo 9999 Lemain active
A P 0.0.0.0/0 100.64.29.1 1 isp-1-rt active
AS P 0.0.0.0/0 172.31.255.1 1 isp-2-rt active
1 Route via ISP-2
= P 0.0.0.0/0 4,2.2.2 2 main best candidate
11 Emergency route
= P 0.0.0.0/0 lo-em 254 main best candidate
o Fecursive route via ISP-2
AS b 4.2.2.2/32 172.31.255.1 1 main active
1 Recursive route via ISP-1
AS P 0.0.0,9/32 100.64.29.1 1 main active
DAC P 100.64.20.0,/20 etherl 0 main active
DAC P 172.31.255.1/32 pppoe-isp-2 0 rmain active
DAC P 102.168.255.0/24  ether3 0 main active
10 iterms out of 24
25
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Dziekuje

e-mail: thor@hreskiv.pl
Szkolenia: https:/mwtc.pl

Artykuty: https:/mikrotikacademy.pl

MBUM #8 Warszawa mwtc.pl


https://mwtc.pl
https://mwtc.pl
https://mikrotikacademy.pl

