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for Out-of-Band management (OOB)
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Pare stow o mnie

Specjalizuje sie w rozwigzaniach VPN ( Site-to-Site / Remote Access ),
Firewallach (L4 / ZBF / NGFW) oraz systemach AAA / SSO ( RADIUS / MFA / SAML )

- administracja i utrzymanie multi-platformowej infrastruktury sieciowe;j
- zarzadzanie bezpieczenstwem sieci (L2 / L3/ 802.1x / NGFW / ZTNA / FWaaS$))

- wsparcie dla srodowisk MS ( AD / Hyper-V / Microsoft 365 / Azure )

- wdrozenia / konsultacje / doradztwo IT

MTCNA / MTCRE / MTCTCE / MTCSE
CCNA CyberOps / Security / Routing and Switching

grzegorz.rakus@gmail.com

linkedin.com/in/grzegorz-rakus/
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The presentation

Requirements:

» MikroTik hardware

64MB RAM (recommended*)
USB port

WIFI (optional)

SFP port (optional)

» accessories

* for RouterOS v7

MBUM 2023 / Grzegorz Rakus



What is Out-of-Band Management (OOB) ?

(definition)

Out-of-Band management provides enterprises with secure access to critical devices, even during
a disruption.

OPENGEAR source

Out-of-band (OOB) management is a nodegrid net services method of remotely controlling and
managing critical IT assets and network equipment using a secure protocol connection through a
secondary interface that is physically separate from the primary network connection

DIGI source

In systems management, out-of-band management (OOB) is a process for accessing and
managing devices and infrastructure at remote locations through a separate management plane
from the production network

WIKIPEDIA source
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Data Plane / Control Plane / Management Plane

(General diagram of a network device)

ﬁControl Plane A /Management Planex

Control Protocols ... Syslog / AAA / NTP

CLI / GUI ...

N\ AN J
N

C Data Plane

Ingress traffic I I IS I S DS DS B s . Egress traffic

Forwarding Table
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In-Band vs Out-of-Band management traffic

(flow for MGMT)

ﬁControl Plane A /Management Planeﬁ

| [ Console port Out-of-Band traffic
Routing Protocols / RIB SSH / Telnet / SNMP <:
Control Protocols ... Syslog / AAA / NTP _I Management port

CLI / GUI ...

N J N\ J
4 /
In-Band traffic N Data Plane 7 g
| Interface port(s) ’> _______ -~

Forwarding Table
\ )/
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In-Band vs Out-of-Band management

(comparsion)

In-Band Out-of-Band

management by Interface (VLAN) / Loopback | management by dedicated Interface

access via Telnet / SSH / GUI access via Console (terminal access) / Management port (IP)
works only when network link is up works as alternative path when network is down
Connection speed is high Connection speed is slow *

Connection is synchronus Connection is asynchronus *

Based on IPWITHEASE

* only when Console port is used
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Parameter

IP address assignment

Console Port
Not possible

Out-of-Band management comparsion types

(console port vs management port)

Management Port

Can be assigned

Connectivity Type

Serial / DE-9 / RJ45 / miniUSB / microUSB

RJ45 / SFP

Segregation type

Physical access to device required

Generally a VRF-based traffic
segregation

Boot Sequence

Show boot sequence

Does not show boot sequence

Maximum speed

115200 bit/s

1 Gb/s

Application required

HyperTerminal

Telnet / SSH / GUI

Based on IPWITHEASE
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Console / Management Port pictures

(examples)

L1 L

MGT L — CcONSOLE —
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Out-of-Band network diagram

(example scenario)

Firewall

Switch
Admin / Serial Console
Support Server

loT
Device
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MikroTik hardware with USB port

(example models)

hEX (S) hAP (ac lite) hAP ac?

RB951Ui-2HnD

RB2011UiAS-2HnD-IN
RB2011UiAS-IN
(discontinued...)
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Connecting a USB-to-Serial cable

(device detection)

‘Device £ |Vendol MName Serial Number |Speed  |USB Version |Porls | ‘V|
Linux 5.6.3 ehci_hcd RE400 EHCI rb400_usb 480 200 1

R urces

Uptime: |00:10:06 |

Free Memory: |25.l MiB |

Total Memory: |64.0 MiB |

CPU: |MIPS 24Kc V74

CPU Count 1

|
|
CPU Frequency: |65{) MHz |
|

CPULoad: [2% 2items (1 selected)

Free HDD Space: | 3600 KiB |

Total HDD Size: [16.0 MiB |

Password
Ports
Reboot

Port List ]

Ports | Remote Access

Sector Writes Since Reboot |6{) |

Total Sector Writes: |17 384 |

Flow Confrol

Architecture Name: |mipsbe Reset Conﬁgulaﬁon Channels Baud Rate

Resources
RouterBOARD

Board Name: |hAP ac lite

Build Time: |Aug;'3]f2023 13:55:47

|
|
Version: | 7.11.2 (stable) |
|
|

Factory Software: |6.34.2 1item (1 selected)

Log

ﬁ |F."nd | |a||
‘Message ” 3| |contains " 3| |device | |E|
i -

K4

1item out of 8 (1 selected)
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USB-to-Serial cable

(DE-9 and RJ45)

MikroTik Network / loT
as Serial Device
Console Server
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USB-to-Serial cable - more combinations

(DE-9 and RJ45)

MikroTik
as Serial
Console Server

Network / loT
Device

(adapter must be Rollover)
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USB-to-Serial x2

(DE-9)

_____ Channel0 Network / loT
Device

MikroTik

as Serial
Console Server

____ Chamnel1 Network / loT
Device

Port List

Poris ‘ Remote Access

Titem (1 selected)
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USB-to-Serial x4

(DE-9)

MikroTik

as Serial
Console Server

Port List

Ports | Remote Access

ikd

Flow Control

1item (1 selected)
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Channel 0

Channel 1

Channel 2

Channel 3

Network / loT

Device

Network / loT
Device

Network / loT
Device

Network / loT
Device




USB hubs and accessories

(LTE modems , USB Flash)
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Connecting peripheral devices to MikroTik (via USB hub)

(renaming)

Device f|Vend0r |Name SerialNumber‘Speed |USBVersion |P0rts ‘V Port List E
1-0 Linux5.6.3 ehci_hcd ~ RE400 EHCI rb400_usb 480 2.00 1 =

USB hUb X USB20RUB 4 Zl!l R POI'TS‘RernoteAccess

; =% =l[7]

Fin |Name / |Used By Channels Baud Rate  |Flow Control |
- - - % usb1 4 9600 none
L ‘Dewce £ |\{endor . MName Serial Number|Speed |USB Version |P0rts | |V % ush? 1 9600 none
2t 1-0 Linux5.6.3 ehci_hcd REB400 EHCI rb400_usb 480 200 1
11 USB20HUB 480 200 4
113 FTDI FT4232H Device FT72NLO6 480 200 [i]
USB - 4xRS232
- WELl LS B-to-4xR 5232
— Used By: |
Device 7 |Vendor Name Serial Number|Speed |USBVersion |P0rts | |V }
10 Linux5.6.3 ehci_hcd  RB400 EHCI b400_usb 480 200 1 Channels: 4
* 11 USE2.0HUB 480 200 4 Baud Rate: |9ﬁ{}0 " ¥
LTE modem 112 HUAWEI_MOBILE ~ HUAWEI_MOBILE 480 210 0 OK
1-1.3 FTDI FT4232HDevice  FT72NLO6 480 2.00 0 Data Bits: |8 bits [ | | f— |
ance
g st Parity: [none [E2) r— | [ ooy |
Okd Stop Bits: 1 bi 311 BaudRate:[3600 [#]
Device 7 |Vend0r |Name |Seria| MNumber |Speed |USB Version |P0rts | |V Flow Control: |n0ne || ¥ - - =
10 Linux5.6.3ehci_hcd  RB400 EHCI 15400_usb 480 200 1 Data Bits: 8 bis =
. 11 ) USB20HUB 480 200 4 : Parity: | none |+
Flash drive | sk i RS - TT— 1o =
1-12 HUAWEI_MOBILE ~ HUAWEI_MOBILE 480 2.10 0 Stop Bits: | 1bit (K3
1-13 FTDI FT4232H Device  FT72NLOG 480 2.00 0 Flow Control: [none
2
N
Device 7 |Vendor Name Serial Number Speed
1-0 Linux 5.6.3 ehci_hcd RB400 EHCI b400_usb 480
I USB 2.0 Hub 480 system, info port <USB-0-4xRS232> by admin
1.1 SanDisk Cruzer Fit 4C530009000204... 480 e ! changed by a
<lUSB-to-RJ45>
112 HUAWEI_MOBILE ~ HUAWEI_MOBILE 480 memory  system. info port changed by admin h
1-1.3 FTDI FT4232H Device FT72NLOG 480
USB tO RJ45 1-14 FTDI FT232RUSB UART  A969VDFH 12

* MBIM modems are supported by default on RouterOS v7 - https://help.mikrotik.com/docs/display/ROS/LTE#LTE-Summary
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https://help.mikrotik.com/docs/display/ROS/LTE#LTE-Summary

USB - host controller architecture

(very short explanation)

Open Host Controller Interface (OHCI) - max USB 1.0
Universal Host Controller Interface (UHCI) - max USB 1.0
Enhanced Host Controller Interface (EHCI) - max USB 2.0
eXtensible Host Controller Interface (xHCI) - max USB 3.0

hEX S T
Device 7 |Vendor |Name |SeriaINumber‘Speed |USB Version |P0rts |
e TR 1
1-1 USB2.0HUB 480 200 4
BT 1-1.1 FTOI FT4232H Device  FT72NLO6 480 200 0
Device |Vend0r \_lName |Seria| Mumber |Speed |USE Version .
1-0 Linux 5.6.3 xhci-hcd ¥HCI Host Controller 1e1c0000 xhci 480 200 2 hAP acC l]te
2-0 Linux 5.6.3 xhci-hcd *HCI Host Controller 1e1c0000 xhci 5000 3.00 1
1-1 ALCOR USBHub20 /12 200 4
USB Hub is too slow for LTE Chipset = USB port speed*
3 items (1 selected)

* always check hardware specification on MikroTik website
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How it works

Only one solution can be used /active at a time

AUTH and Access-List support AUTH and Access-List support only Access-List support (no AUTH)

Important:

- multi-session to the same channel is not possible
- 'Remote Access' setting reserves the connection on the channel / serial link
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Command Line config

(Serial-Terminal command)

Port List [ S

Ports ‘ Remote Access

[:]ii EHHIII

Name / |Used By Channels |Baud Rate  |Flow Control v

= USB-to-RJ45 ’ 1 9600 none

inal <1=

[2dmin@OOB-ac-lite] > system/serial-terminal

USB-to—4xRS5232 USB-to—RJ45 channel rort

[admin@O0OB-ac-lite] >

[2dmin@O0B—ac-lite] >

[admin@OOB-ac-lite] > system/serial-terminal port=USBE-to—-4xRS5232 channsl=0

2 items (1 selected)

[Ctrl-A is the prefix keyl]

Terminal <2> |

FIREWALL# [2dmin@O0OB-ac—-lite] > system/serial-terminal port=USB-to—-4xRS232 channel=3
FIREWALL# [ —

[Ctrl-A is the prefix key]

[@Q — gquit connection] [B - send break]
[A - send Ctrl-A prefix] [R - autoconfigure rate]

\

trying rate 115200
timeout trying rate

trying rate 9€00
rate detected

WLAN-CONTROLLER>
WLAN—CONTROLLER)I
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Special-Login config

(SSH user-port mapping) [EX]
+ 7
User Port hd
New Group ] serial-FW USB-to-4xR5232
ial-WLC USB-to-R.M45

Policies: [ | local telnet v| ssh
ftp reboot read Anoly Usmrme =1 E

write

winbox| Users | Groups SSHEKeys SSHPrivate Keys Active Us

sniff || o 7| | Setiings || AAA
romon L C .

[:lame i ATy > gpecial-login/add user=serial-WLC port=USB-to—RJ45

& admin full system defau - - - -

Skin: | default serial-FW  serial . C e . . B
serialWLC  serial » special-login/add user=serial-FW port=USB-to-4xRS232 channel=0
> t
+

Command Line only

2] OpenSSH SSH client e +

PS C:\> ssh serial-WLC 192.168.45.142 PS C:\> ssh serial-Fi 192.168.45.142
serial-WLC@E192.168.45.142's password: serial-FwW@192.168.45.142's password:

[Ctr1-A is the prefix key] [Ctrl-A is the prefix keyl]

WLAN-CONTROLLER> FIREWALL# PortList
WLAN-CONTROLLER> FIREWALL# | Ports | Remote Access

i

Name Used By Channels |Baud Rate  |Flow Control A
USB-to-4xR5232 special-login 4 9600 none
USB-to-RJ45 speciallogin 1 9600 none

!

2 items




Remote Access config

(telnet and logging session to file)

Remote Port <USB-to-4xRS232> = E3
Port List =E3
Port | USB-to-4xRS232 ¥ B o Access Active session
Allowed Addresses: [0.0.0.0/0 Appw Port Channel |Allowed Addresses |TCP Port | Protocol |[Remote Address -
AL USB-to-4xR 5232 0 0.0.0.0/0 2222 1fc2217 192168 45.145:64165
Local Address: - |A-active.L-Iogging active|
Ports | Remote Access
Protocaol: | fe2217 +
Log File: EEthEIiHl—FW-IEdiIECﬂO -~ Name Used By Channels Baud Rate  |Flow Control ~
USEto-4xR5232 remote-access 4 9600 none i
USB-to-RJ45 1 9600 none
Remote Address: f
enabled logging active Always reserved when 'Remote Access' is enabled
File List |
Bl SmarTTY - Raw Terminal X . =
File | Cloud Backup F
Connected to 192.168.45.142:2222 "% X | o T
) =| || |[R|f|| Backup || Restore Upload...
File Mame Type Size hd
flash disk

flash/pub directory

flash/serial-F\W-redirectlog logfile 72B

flash/skins directory

4 items (1 selected)

12.5 MiB of 16.0 MiB used

21% free

listening on 0.0.0.0:2222 for port USB-to-4xR 5232
senal port forwarding added by admin

sertcp, info
system, info

sercp, info

connection to serial remote-access 0.0.0.0:2222 from 192.168.45.145:63418

™




Scenario 1

(Mobile OOB)

USB LTE
Firewall
MikroTik
as Serial
Console Server
Core
Switch
/ P Stacking / MLAG
/I Recommended if devices have

/ different Baud Rate *

OR

How to secure access

- public IP address with Access-List (plus option - route only to selected hosts without Default Gateway)
- MT-OOB as VPN Server (e.g. if using static / FQDN hosts in the Access-List is not possible)
- MT-OOB as VPN Client to our VPN server(s) (e.g. if we don’t have a public IP address)

- private APN

* - 'R - autoconfigre rate' is a nice feature but static Baud Rate is more reliable
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Scenario 2

(Ethernet / SFP OOB on Campus) Building(s)

IDF

Network /
loT Device J FlOOF 2

IDF

18

\J

MT-O0B

i

Network /

\ loT Device J Floor 1
IDF
/~  MDF MT-OOB
==
\ inks J | loT Device V. Floor O
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Scenario 3

(WiFi OOB on Campus / Industrial Facilities) .
Building(s)

IDF
. g MT-O0B

Network /
loT Device J

....
.
..
.
...

Floor 2

IDF

° 1 .
i MT-00B

i
LY
.
L%
e,
)
' o l

Network /
loT Device J

Floor 1

o ...... k
. IDF

C wor ) MT-O0B
“\\\ \ ) \ loT Device J

- Floor O

Important - associate the MT-OOB as a wifi client only with an AP that is not connected to a switch managed by this MT-OOB

MBUM 2023 / Grzegorz Rakus



Troubleshooting

(and bugs ;) )

- Special-Login USER-PORT-CHANNEL mapping not working (SUP-122486)

RouterOS 7.12beta
*) console - improved stability when using "special-login®; (but still doesn’t works :p)

- Ports / Remote Access - wrong behavior (SUP-122491)
problems with enable / disable rule and using 'Local Address’ feature (ARM / MMIPS)

USE Power Reset Iil

- USB issues (RouterQS v7.x) (SUP-128343)

missing channels (MIPSBE / MMIPS) and unsuspected reboots (MMIPS)

Duration: s USBE Power Reset

Cancel

All bugs have been verified by MikroTik Support and confirmed.
Should be fixed in next releases (perhaps in v7.12.x ... )
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Useful Tools - part1

(TFTP server)
TFTP <> (m] E4
IP Addresses: | | = oK
Req. Filename: |test—TFTF’.brt | ‘ Cancel |
Real Filename: |ﬂashﬁest—TFTF’.m | Apply
Allow
Read Only
Copy
o '
enabled
memory  tftp. packet recieved type: 1size: 35
memory  tftp. packet read filename: test-TFTP.txt binary: 1
memory  tftp. packet option: blksize value: §192
memary tftp, debug titpd incoming connection from 192.168.45.155:54286 on 192.168.45.142
memary tftp, debug requested file(binary): test-TF TP txt access: allowed
memary tftp, debug opened 192.168.45.142:50241
memory  tftp. packet sending type: 6 size: 15
memory  tftp. packet option: blksize value: 4096
memory  tftp. packet recieved type: 4 seq: 0 size: 4
memary tftp, packet sending type: 3 seq: 1size: 8
memary tftp, packet recieved type:4seq:1size:4

Mmemao . debu closing connection to 192.168.45.155:54286
ry  ffp g g

MBUM 2023 / Grzegorz Rakus

File ‘ Cloud Backup

EI ‘ Backup || Restore ‘ ‘ Upload... |

File Name £ |Type |Size
|7 flash disk
E flash/pub directory
[ flash/serial-FW-redirect log logfile 462 B
[n| flash/serialFWLC-redirectlog log file 11.0KIB
E flash/skins directory
 flashftest TFTP xt itfile 4B
6 items (1 selected) 12.6 MiB of 16.0 MiB used 21%

Console port

MikroTik

Network / loT

as Serial
Console Server

Device

Management port

Power cord
Ethernet
Managed
power strip




Useful Tools

(Virtual COM over TCP/IP (RFC2217) -

part 2

https://freecomportredirector.com/ )

Allowed Addresses: [0.0.0.0/0 Apply
Local Address: | 192.168.45.142 4 ) HHD Virtual Serial Port Tools (Free Version, Non-Commercial Use Only)
TCP Port: | 2222 -
'__, Devices View Help O\ Monitor These Ports...
Protocol: | fc2217 ¥ .
Log File: |flash/lo T-DEVICE log - @ TCP/IP Ports (RFC2217, Raw)
Remote Address: _
COM 2 -
enabled F_L-
APP1 s 4l
& Create TCP/IP Serial Port x
Create local virtual port: com1 w
Protocol: RFC2217 . _

(@) Connect to remote endpoint:

Download and install HHD Software TCP/IP Serial Ports Server on remote
computer.
In addition, any RFC2217-compliant TCP/IP server is supported. You can also

Remote host IP address or name:

| 192.168.45.142 ‘

Remate TCP port:
|2222 ‘

Reconnection timeout, seconds:

‘ 5 seconds ~ |

(O Listen for incoming connections:

Add Firewall exception

Help Options... Cancel

|

Create TCP/IP Serial Port

ﬁ PuTTY Configuration ?

Category:

Session Basic options for your PuTTY session

Logging

Terminal Specify the destination you wantto connectto

#) HHD Virtual Serial Port Tools (Free Version, Non-Commercial Use Only) - O

'bj Devices View Help O\ Maonitor These Ports...

@ TCP/IP Ports (RFC2217, Raw)

COM1 — 192.168.45.142:2222 (RFC2217)

v B Porty (COM i LPT)
ﬁ HHD Software Network Serial Port (COM1)

& COM1 - PUTTY -

i i.Keyboard Serial line Speed

. Bell [com1| | |9800
i Features .

H Window Connection type:

.. Appearance ()ssH  (@sSerial (O Other | Telnet

... Behaviour



https://freecomportredirector.com/

Summary

Q& A
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